LET’S TALK ABOUT DATA LOSS
BREAKING DOWN WHY YOUR DATA NEEDS BACKING UP
It’s all too easy to put off getting a backup solution – until it’s too late and your
business data has disappeared. Despite the proven pain of data loss, many
small to medium businesses (SMBs) continue to stick their heads in the sand
when thinking about the need for backup.

THAT’S WHAT THEY ALL SAY
DON’T FALL PREY TO THESE COMMON SMB FALLACIES!

“IT WON’T HAPPEN TO US.”
Based on current rates, it’s a coin flip whether you’ll experience a data
breach or get hit by a ransomware attack in the next year.
•
•

46% of US companies experienced a data breach in the U.S. in 2018
(and the number is growing each year).
55% of US businesses suffered a ransomware attack in the last 12
months.

“WE’RE TOO SMALL TO BE TARGETED FOR A
CYBER ATTACK.”
Attackers see SMBs as softer targets than enterprises, as they have
fewer security resources, less sophisticated defenses, and are more
inclined to pay ransoms because they simply can’t afford the
downtime.
•
•

67% of SMBs experienced a cyber attack in 2018 and 58%
experienced a data breach.
58% of data breaches in 2018 categorized as small businesses.
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“WE DON’T HAVE ANYTHING HACKERS WANT.”
If you run a business, you have information that attackers want. From
customer/employee records to proprietary information, your data has
value to criminals and competitors.
•
•

57% of SMBs say customer records are their biggest data loss
concern and 51% say intellectual property. iii
When it comes to ransomware, attackers don’t care about the
resale value of your data; they just need to hold it hostage so that
you’ll pay to get it back.

“WE HAVE ANTIVIRUS SOFTWARE IN PLACE.”
Installing antivirus software and email filters is simply no longer enough
to protect your business in the face of todays’ sophisticated attacks.
•
•

86% of ransomware victims had antivirus installed, 65% had
email/spam filters, and 29% had pop-up blockers.
72% of victims say exploits and malware evaded intrusion detection
systems, 82% say they evaded antivirus solutions.

“I’M NOT CONVINCED. I JUST REALLY DON’T
THINK WE’RE A TARGET FOR A CYBER ATTACK.”
Even if your business is lucky enough to never face a cyber attack,
there are a multitude of other ways you can lose valuable data…and
most of them start with simple user mistakes.
•
•

47% of data loss was due to end-users deleting information and 17%
due to users overwriting data.
The #1 cause of data loss is human error – deleting files, opening
phishing emails, accidentally downloading malware, etc.
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“MOST OF OUR DATA IS IN THE CLOUD –
THAT MEANS IT’S SAFE RIGHT?”
SaaS applications are still vulnerable to data loss, because human error
is the main cause of data loss.
•
•

Over 70% of data loss in cloud apps is due to accidental or
malicious deletion by end users.7
32% of companies lose data in the cloud: 64% due to accidental
deletion, 13% due to hackers, 7% due to malicious deletion, and
16% due to software issues.

“MICROSOFT STORES OUR DATA, RIGHT?
SO WE’LL BE ABLE TO GET IT BACK.”
Microsoft 365 and Office 365 only store data for 30 days, and Microsoft
themselves recommend the use of a third-party backup solution in their
Microsoft Services Agreement.
•
•

It takes businesses an average of 140 days from data compromise
to detection!8
81% of surveyed IT professionals experienced data loss in Microsoft
365 or Office 365.
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BY NOW, IT’S PRETTY CLEAR THAT NO BUSINESS IS IMMUNE TO
DATA LOSS — EVEN YOURS. WHEN IT HAPPENS, IT HURTS.
RECORD LOSS: Businesses lost an
average of 10,848 individual records
over the past 12 months. 3

DOWNTIME COST: Lost data due to
mission-critical app downtime costs
$102,450/hour on average.

COST OF A BREACH: 29% of SMBs say
breaches cost them $100k or less
and 20% say they cost between $1M
and $2.5M.

IMPACT OF OUTAGE: 54% of
businesses with an outage
experienced loss of customer
confidence, 38% damage to brand
integrity, and 37% loss of employee
confidence.11

COST OF DATA LOSS: Average cost
of data loss is $3,957.8
COMPLIANCE FINES: Fines can be as
much as 4% of a company’s total
revenue.8
COST PER ATTACK: Average cost of
each attack was $383,365 in 2018.3

IMPACT ON PROFITABILITY: Only 35%
of small business owners said that
they could remain profitable for
more than 3 months if they lost
access to essential business data.
More than half reported that they
would be unprofitable in under one
month.1

DOWNTIME: 40% of respondents
experienced 8 or more hours of
downtime due to a severe security
breach in the past year.10

SO, WHAT CAN YOU DO?
While implementing a comprehensive, layered security strategy can be a
complex undertaking, the simplest first step you can take to mitigate the threat
of data loss is to start using a third-party backup solution. Having a full backup of
your data makes recovering from a data loss incident much easier.

DON’T BECOME ANOTHER STATISTIC ABOUT DATA LOSS. LET’S FIND THE
RIGHT BACKUP SOLUTION FOR YOUR BUSINESS NEEDS.
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